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AbsTrACT
Introduction International sharing of health data 
opens the door to the study of the so- called ’Big Data’, 
which holds great promise for improving patient- centred 
care. Failure of recent data sharing initiatives indicates an 
urgent need to invest in societal trust in researchers and 
institutions. Key to an informed understanding of such a 
’social license’ is identifying the views patients and the 
public may hold with regard to data sharing for health 
research.
Methods We performed a narrative review of the 
empirical evidence addressing patients’ and public views 
and attitudes towards the use of health data for research 
purposes. The literature databases PubMed (MEDLINE), 
Embase, Scopus and Google Scholar were searched in 
April 2019 to identify relevant publications. Patients’ and 
public attitudes were extracted from selected references 
and thematically categorised.
results Twenty- seven papers were included for review, 
including both qualitative and quantitative studies and 
systematic reviews. Results suggest widespread—though 
conditional—support among patients and the public 
for data sharing for health research. Despite the fact 
that participants recognise actual or potential benefits 
of data research, they expressed concerns about 
breaches of confidentiality and potential abuses of 
the data. Studies showed agreement on the following 
conditions: value, privacy, risk minimisation, data security, 
transparency, control, information, trust, responsibility 
and accountability.
Conclusions Our results indicate that a social license 
for data- intensive health research cannot simply be 
presumed. To strengthen the social license, identified 
conditions ought to be operationalised in a governance 
framework that incorporates the diverse patient and 
public values, needs and interests.

InTroduCTIon
Large- scale, international data sharing opens the 
door to the study of so- called ‘Big Data’, which 
holds great promise for improving patient- centred 
care. Big Data health research is envisioned to 
take precision medicine to the next level through 
increased understanding of disease aetiology and 
phenotypes, treatment effects, disease manage-
ment and healthcare expenditure.1 However, lack 
of public trust is proven to be detrimental to the 
goals of data sharing.2 The case of  care. data in the 
UK offers a blatant example of a data sharing initia-
tive gone awry. Criticism predominantly focused on 
limited public awareness and lack of clarity on the 

goals of the programme and ways to opt out.3 Citi-
zens are becoming increasingly aware and critical 
of data privacy issues, and this warrants renewed 
investments to maintain public trust in data- 
intensive health research. Here, we use the term 
data- intensive health research to refer to a practice 
of grand- scale capture, (re)use and/or linkage of a 
wide variety of health- related data on individuals.

Within the European Union (EU), the recently 
adopted General Data Protection Regulation 
(GDPR) (EU 2016/679) addresses some of the 
concerns the public may have with respect to 
privacy and data protection. One of the primary 
goals of the GDPR is to give individuals control over 
their personal data, most notably through consent.4 
Other lawful grounds for the processing of personal 
data are listed, but it is unclear how these would 
exactly apply to scientific research. Legal norms 
remain open to interpretation and thus offer limited 
guidance to researchers.5 6 In Recital 33, the GDPR 
actually mentions that additional ethical standards 
are necessary for the processing of personal data for 
scientific research. This indicates a recognised need 
for entities undertaking activities likely to incite 
public unease to go beyond compliance with legal 
requirements.7 Complementary ethical governance 
then becomes a prerequisite for securing public 
trust in data- intensive health research.

A concept that could be of use in developing 
ethical governance is that of a ‘social license to 
operate’.7 The social license captures the notion of a 
mandate granted by society to certain occupational 
groups to determine for themselves what consti-
tutes proper conduct, under the condition that such 
conduct is in line with society’s expectations. The 
term ‘social license’ was first used in the 1950s by 
American sociologist Everett Hughes to address 
relations between professional occupations and 
society.8 The concept has been used since to frame, 
for example, corporate social responsibility in the 
mining industry,9 governance of medical research in 
general8 and of data- intensive health research more 
specifically.7 10 As such, adequate ethical governance 
then becomes a precondition for obtaining a social 
license for data sharing activities.

Key to an informed understanding of the social 
license is identifying the expectations society 
may hold with regard to sharing of and access to 
health data. Here, relevant societal actors are the 
subjects of Big Data health research, constituting 
both patients and the general public. Identification 
of patients’ and public views and attitudes allows 
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Box 1 Key search terms

(patient* OR public OR citizen*)
AND
(attitude* OR view* OR perspective* OR opinion* OR interview* 
OR qualitative* OR questionnaire* OR survey*)
AND
(“data sharing” OR “data access” OR “data transfer”)
AND
Research

Asterisks (“*”) are used as a wildcard to allow any given search terms to be 
truncated or remain the same.

for a better understanding of the elements of a socially sanc-
tioned governance framework. We know of the existence of 
research papers that have captured these views using quantita-
tive or qualitative methods or a combination of both. So far, 
systematic reviews of the literature have limited their scope to 
citizens of specific countries,11 12 qualitative studies only13 or the 
sharing of genomic data.14 Therefore, we performed an up- to- 
date narrative review of both quantitative and qualitative studies 
to explore predominant patient and public views and attitudes 
towards data sharing for health research.

MeThods
We searched the literature databases PubMed (MEDLINE), 
Embase, Scopus and Google Scholar in April 2019 for publica-
tions addressing patients’ and public views and attitudes towards 
the use of health data for research purposes. Synonyms of the 
following terms (connected by ‘AND’) were used to search titles 
and/or abstracts of indexed references: patient or public; views; 
data sharing; research (See box 1 and online supplementary 
appendix 1). To merit inclusion, an article had to report results 
from an original research study (qualitative, quantitative or 
mixed methods) on attitudes of individuals regarding use of data 
for health research. We restricted eligibility to records published 
in English and studies performed between 2009 and 2019. We 
chose 2009 as a lower limit because we assume that patients’ 
and public perspectives might have changed substantially with 
increasing awareness and use of digital (health) technologies. 
Systematic reviews and meta- analyses synthesising the empirical 
literature on this topic also qualified for review. Reports from 
stakeholder meet- ups and workshops were eligible as long as 
they included patients or the public as participants. Since we 
were only interested in empirical evidence, expert opinion and 
publications merely advocating for the inclusion of patients’ and 
public views in Big Data health research were excluded. Studies 
that predominantly reported on views of other stakeholders—
such as clinicians, researchers, policy makers or industry—were 
excluded. Articles reporting on conference proceedings, or 
views regarding (demographic) data collection in low or middle 
income countries or for public health and care/quality improve-
ment were not considered relevant to this review. Despite our 
specific interest in data sharing within the European context, we 
broadened eligibility criteria to include studies performed in the 
USA, Canada, Australia and New Zealand. Additional articles 
were identified through consultation with experts and review 
of references in the manuscript identified through the literature 
database searches. Views and attitudes of patients and the public 
were identified from selected references and reviewed by means 
of thematic content analysis.

resulTs
study characteristics
Searches in PubMed (MEDLINE), Embase, Scopus and Google 
Scholar resulted in a total of 1153 non- unique records (see online 
supplementary appendix 1). We identified 27 papers for review, 
including 12 survey or questionnaire studies (quantitative), 8 
interview or focus group studies (qualitative), 1 mixed methods 
study and 6 systematic reviews (see table 1). Most records were 
excluded because they were not relevant to our research question 
or because they did not report on findings from original (empir-
ical) research studies. Ten studies reported on views of patients, 
11 on views of the public/citizens and 6 studies combined views 
of patients, research participants and the public.

Willingness to share data for health research
Reviewed papers suggest widespread support for the sharing of 
data for health research.

Four systematic reviews synthesising the views of patients and 
the public report that willingness for data to be linked and shared 
for research purposes is high11–14 and that people are generally 
open to and understand the benefits of data sharing.15

Outpatients from a German university hospital who partici-
pated in a questionnaire study (n=503) expressed a strong will-
ingness (93%) to give broad consent for secondary use of data,16 
and 93% of a sample of UK citizens with Parkinson’s disease 
(n=306) were willing to share their data.17 Wide support for 
sharing of data internationally18 19 and in multicentre studies20 
was reported among patient participants. Goodman et al found 
that most participants in a sample of US patients with cancer 
(n=228) were willing to have their data made available for ‘as 
many research studies as possible’.21 Regarding the use of anony-
mised healthcare data for research purposes, a qualitative study 
found UK rheumatology patients and patient representatives in 
support of data sharing (n=40).22

Public respondents in survey studies recognised the benefits 
of storing electronic health information,23 and 78.8% (n=151) 
of surveyed Canadians felt positive about the use of routinely 
collected data for health research.24 The majority (55%) of a 
sample of older Swiss citizens (n=40) were in favour of placing 
genetic data at disposal for research.25 Focus group discussions 
convened in the UK showed that just over 50% of the members 
of the Citizens Council of The National Institute for Health and 
Care Excellence (NICE) said they would have no concerns about 
NICE using anonymised data derived from personal care records 
to evaluate treatments,26 and all participants in one qualitative 
study were keen to contribute to the National Healthcare Service 
(NHS)- related research.27

Motivations to share data
Patients and public participants expressed similar reasons 
and motivations for their willingness to share data for health 
research, including contributing to advancements in healthcare, 
returning incurred benefits and the hope of future personal 
health benefits (tables 2–4).

In the two systematic reviews that addressed this topic, sharing 
data for ‘the common good’ or ‘the greater good’ was identified 
as one of the most prevalent motivations.12 14

For patients specifically, to help future patients or people 
with similar health problems was an important reason.14 16 One 
survey study conducted among German outpatients found that 
72% listed returning their own benefits incurred from research 
as a driver for sharing clinical data.16 Patients with rare disease 
were also motivated by ‘great hope and trust’ in the development 
of international databases for health research.19 Among patients, 
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Table 1 Study characteristics

no. reference Perspective study aim
date of data 
collection setting sample (n, gender, age, etc)

Method of data 
collection

1 O’Brien et al, 201928 Patients To examine patient perspective on the 
risks and benefits of linking existing 
data sources for research.

Between December 
2015 and February 
2016.

Online patient community
PatientsLikeMe (PLM).

n=3516; female (73.8%); >65 
years (14.5%); Caucasian 
(86.4%); completed college/
postgraduate education (44.9%).

Questionnaire

2 McCormick et al, 
201924

Public To benchmark the views of Canadians 
about the use of administrative/
routinely collected data for health 
research.

Between January 
and August 2017.

Websites, email and social 
media of three Canadian joint 
and skin disease patients’ 
organisations.

n=151; female (77.5%); British 
Columbians (55.6%); university 
graduates (57.6%); chronic 
disease (66.9%).

Cross- sectional online 
survey

3 Colombo et al, 201930 Patients and 
public

To gather knowledge on the opinions 
and attitudes of Italian patient and 
citizen groups on individual participant 
data sharing from clinical studies.

Between June 2017 
and November 2017.

Contacts of patient and citizen 
groups in Italy.

n=280; oncology and palliative 
care (32.1%); operated locally or 
regionally (46.2%); involved in 
clinical research (48.6%).

Cross- sectional online 
survey

4 Richter et al, 201916 Patients To examine whether abolishing 
consent for secondary data use would 
be acceptable to patients

Between March 
2018
and May 2018.

Outpatients of a northern 
German university hospital

n=503; female (65%); >60 years 
(≈18%); completed high school 
(≈21%.)

Questionnaire

5 Stockdale et al12 Public To systematically review the literature 
on UK and Irish public views of patient 
data used in research.

Studies published 
between 2006 and 
2016.

Studies using a UK or Irish 
sample.

20 UK and Ireland based papers 
(qualitative, qualitative and 
mixed methods).

Systematic review

6 Shah et al, 201934 Patients To investigate research participants’ 
beliefs about the importance of 
protecting their privacy, advancing 
research quickly and controlling future 
data sharing

Not specified Subset of participants in four 
European countries enrolled in 
the DIRECT (Diabetes Research 
on Patient Stratification) 
project.

n=855; >60 years (73%); 
female (43%); qualifications 
above secondary school (60%); 
diabetes type 2 (70%).

Survey

7 Shah et al, 201836 Patients and 
public

To understand participants’ future data 
governance preferences.

Between September 
2015 and March 
2016.

Patients diagnosed with 
diabetes type 2 and individuals 
at high risk of the disease but 
not receiving treatment for 
diabetes (participants enrolled 
in the DIRECT project)

n=855; >60 years (73%); female 
(43%); vocational or professional 
qualifications (41%); degree 
level (19%); secondary education 
(37%).

Survey

8 Howe et al, 201815 Patients and 
public

To systematically review international 
evidence of research participants’ 
attitudes towards the sharing of data 
for secondary research use.

Studies published 
between 2002 and 
2017.

Studies originating from Japan, 
Thailand, India, Kenya, Canada, 
Vietnam and the USA.

9 papers included for review (8/9 
qualitative studies)

Systematic review

9 Goytia et al, 201832 Patients To gain insight from stakeholders 
into their understanding of Big Data, 
interest and concerns in contributing to 
health research.

Not specified Patients and disease groups 
(rare and chronic) from 
free- standing community 
organisations and disease 
support groups from various 
neighbourhoods in New York 
City (USA).

n=138 (from eight patient/
advocate groups); female (85%); 
non- white (91%); experience as 
participants in research studies
(33%).

Qualitative study based 
on ‘opportunistic’ 
listening sessions led 
by trained facilitators 
during pre- existing 
patient, community 
and clinician group 
meetings.

10 Mählmann et al, 
201725

Public To assess the willingness of older 
Swiss adults to share genetic data for 
research purposes and to investigate 
factors that might impact their 
willingness to share data.

Between December 
2013 and April 2014.

Older Swiss adults attending 
the Seniorenuniversität Zürich, 
Switzerland.

n=40; female (52.5%); 
respondents aged between 67 
and 92 years.

Semistructured 
interviews

11 Mursaleen et al, 
2017 17

Patients To establish patient attitudes to 
ownership and sharing of their own 
medical data.

Between June 2016 
and September 
2016.

People with Parkinson’s disease 
in the UK.

n=306; female (55%); between 
55 and 74 years (68%); mean 
number of years diagnosed 7.1

Online survey

12 Mazor et al, 2017)20 Patients To understand stakeholders’ views 
on data sharing in multicentre 
comparative effectiveness research 
studies.

Between June 2015 
and February 2016

US patients from two existing 
groups: (1) a bariatric surgery 
patient advisory panel; and (2) 
patients who participated in 
the Arthritis Partnership with 
Comparative Effectiveness 
Research, a Patient- Powered 
Research Network within 
the National Patient- Centred 
Clinical Research Network 
(PCORnet).

n=15 patients Qualitative study based 
on interviews

13 Goodman et al, 
201721

Patients To examine participant preferences 
regarding the use of deidentified data 
in large research datasets

2013 US cancer patients recruited 
from the Northwest Cancer 
Genetics Registry.

n=228; female (63.6%); mean 
age 64.3 years; white (93.3%); 
bachelor’s degree (55.3%).

Online survey

14 Sanderson et al, 
201731

Public To assess willingness to participate in 
a biobank using different consent and 
data sharing models.

Between April and 
July 2015.

Participants recruited at 
multiple healthcare systems 
participating in the Electronic 
Medical Records and Genomics 
(eMERGE) Network (USA).

n=13 000; female (63%); self- 
identified white (51%); less 
than a bachelor’s degree (42%); 
annual household income 
≤$60 000 (44%).

Survey

15 Patil et al, 201623 Public To assess the public’s preferences 
regarding potential privacy threats 
from devices or services storing health- 
related personal data.

Between August and 
November 2013.

Respondents from 27 EU 
member countries.

n=20 882; female (52.3%); ≥65 
years (19.1%)

Survey

Continued
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no. reference Perspective study aim
date of data 
collection setting sample (n, gender, age, etc)

Method of data 
collection

16 Aitken et al, 201613 Public To systematically review the literature 
examining public attitudes towards the 
sharing or linkage of health data for 
research purposes.

Studies conducted 
between 1999 and 
2013.

Studies primarily originating 
from the UK and USA.

25 studies included for review 
(focus groups, interviews, 
deliberative events, dialogue 
workshops)

Systematic review

17 Spencer et al, 201622 Patients To explore patient perspectives on the 
use of anonymised healthcare data for 
research purposes.

Not specified Patients recruited from a 
rheumatology outpatient clinic 
and from a patient and public 
involvement health research 
network (UK).

n=40; female (58%); ages 
ranged from 23 to 88 years 
(mean 61); self- identified 
white British (97.5%); chronic 
rheumatic disease (100%).

Qualitative study based 
on 26 interviews and 
three focus groups.

18 McCormack et al, 
201618

Patients To document rare disease patients’ 
attitudes to participation in genomics 
research, particularly around large- 
scale, international data and biosample 
sharing.

2014 Rare disease patients recruited 
during the EURORDIS 
Membership Meeting at the 
European Conference on Rare 
Diseases 2014 in
Berlin and the EURORDIS 
Summer School for Expert 
Patients 2014 in Barcelona.

n=52; female (61.5%); from 16 
countries.

Qualitative study 
based on focus group 
discussions

19 NICE Citizens Council, 
201526

Public To explore citizens’ views regarding 
the ethical and practical issues that 
need to be considered in the use of 
anonymised information derived from 
personal care records to evaluate 
treatments.

2015 The NICE Citizens Council is 
a panel of 30 members of the 
public that provides a public 
perspective on challenging 
social and moral issues that 
NICE needs to take into account 
when producing guidance.

n=30 Qualitative study 
based on facilitated 
discussions at the 
annual 2 day meeting 
of the NICE Citizens 
Council.

20 Garrison et al, 201611 Patients and 
public

To systematically review attitudes 
towards biobanking, broad consent 
and data sharing

Studies conducted 
between 2001 and 
2015.

Studies conducted in the USA. 48 papers including a total 
of 35 969 individuals; female 
(54.2%); self- identified white 
(51.3%).

Systematic review

21 Joly et al, 201533 Public To examine public views about 
governance structure, consent and data 
sharing in biobanking.

Between February 
2013 and July 2014.

Canadian adults who self- 
identified as being a past or 
potential future donor of tissue 
samples or genetic data to a 
biobank or genetic database.

n=114; female (46%); ≥50 years 
(32%); did not attend university 
(50%).

Survey

22 Darquy et al, 201619 Patients To explore patient views on the sharing 
of their medical data in the context 
of compiling a European rare disease 
database.

2012 Participants recruited from 5 
European countries through 
the European Leukodystrophies 
Association and LeukoTreat 
partners.

n=46 Questionnaire

23 Taylor and Taylor, 
201437

Public To investigate public views about 
preferable/acceptable consent models 
for use of personal confidential data in 
health research.

Not specified People with different levels and 
kinds of involvement in the 
National Health Service and/or 
health research.

n=28 Mixed methods 
incorporating 
a structured 
questionnaire and 
in- depth focus group 
discussions.

24 Shabani et al, 201414 Patients and 
public

To solicit public and research 
participants’ attitudes with respect to 
genomic data sharing.

Studies published 
between 2008 and 
2013.

– 15 papers included for review 
(quantitative and qualitative).

Systematic review

25 Hill et al, 201327 Public To determine the range of public 
opinion about the use of existing 
medical data for research and to 
explore views about consent to a 
secondary review of medical records 
for research.

Not specified Reviewed studies conducted in 
the USA, UK, Ireland, Canada 
and New Zealand.
Older men recruited from rural 
and suburban primary care 
practices in the UK.

27 papers included for review 
(quantitative, qualitative, 
systematic reviews).
n=19; female (0%); ≥50 years 
(100%); mean age 61 years.

Systematic review and 
qualitative study (focus 
group).

26 Haga & O'Daniel, 
201129

Public To explore public attitudes regarding 
data sharing practices in genomics 
research.

Between 2008 and 
Between, 2009.

Focus groups convened in 
Durham (North Carolina), USA.

n=100; female (73%); African–
American (76%), median age 
40–49 years.

Qualitative study based 
on 10 focus group 
discussions.

27 Lemke et al, 201035 Patients and 
public

To assess public and biorepository 
participant attitudes towards research 
participation and sharing of genetic 
research data.

May 2008 49 individuals recruited 
from diverse Chicago (USA) 
neighbourhoods, of whom 28 
in 3 public focus groups and 
21 in 3 NUgene biorepository 
participant focus groups.

n=28 public respondents; female 
(75%); some college education 
or more (75%); African–
American (46%)
n=21 participant respondents; 
female (67%); some college 
education or more (95%); 
Caucasian (76%) .

Qualitative study based 
on six focus group 
discussions.

NICE, National Institute for Health and Care Excellence.

Table 1 Continued

support of research in general,16 the value attached to answering 
‘important’ research questions,20 and a desire to contribute to 
advancements in medicine14 were prevalent reasons in favour of 
data sharing. Ultimately, the belief that data sharing could lead to 
improvements in health outcome and care was reported.20

Only one original study research paper addressed public moti-
vations. This study found that older citizens mentioned altruistic 
reasons and the greater good in a series of interviews as reasons 

to share genetic data for research.25 In these interviews, citizens 
expressed no expectations of an immediate impact or beneficial 
return but ultimately wanted to help the next generation.

Perceived benefits of data sharing
Patients and the public perceive that data sharing could lead to 
better patient care through improved diagnosis and treatment 
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Table 2 Patients’ views and attitudes towards the sharing of health data for research
overall willingness to 
share data Motivations to share data

Perceived benefits of data 
sharing

Perceived risks of data 
sharing barriers to share data

Factors affecting willingness 
to share data Conditions for sharing

Strong willingness to 
give broad consent for 
secondary data use 
(93%)16

98% considered that the 
altruistic benefits of sharing 
healthcare data outweighed 
the risks14

‘Helping my doctor make 
better decisions about my 
health’ (94%)28

Concerns that data could 
not truly be deidentified32

If data sharing is 
motivated by financial 
gain or profit20

Significant association between 
country and attitudes towards 
data sharing34

Protection of privacy34

Strong approval of 
abolishing patient consent 
(76%)16

Helping future patients 
(67%)16

Improving patient care and 
advancing understanding 
of treatment risks and side 
effects20

Data security risks16 18 20 If an entity might profit 
by selling their data20

Significant association between 
age and data sharing17

Studies that offer value 
and minimise security 
risks20

93% of respondents were 
willing to share data17

Returning own benefits from 
research (72%)16

Increased chance of receiving 
personal health information21

Concerns about misuse 
of data18

Lack of transparency and 
awareness around the 
use of data, making it 
difficult to secure public 
trust22

No clear relationship was found 
between data sharing and the 
number of years diagnosed, 
sex, medication class or health 
confidence17

Researchers protect 
patients’ privacy and 
information21

Stakeholders were open to 
data sharing in multicentre 
studies20

Improving health outcomes 
or care20

  Health data being ‘stolen 
by hackers’ (87%)28

  Expressions of trust and 
attitudes to risk are often 
affected by the nature of the 
rare disease a patient has, 
as well as regulatory and 
cultural practices in their home 
country18

20% found that 
participants and their 
de- identified data 
may remain linked 
to allow for return of 
individual health results 
and to support further 
research21

Most participants 
expressed a desire that 
their data should be 
available for as many 
research studies as 
possible21

Answering important 
research questions20

  Detrimental consequences 
of data falling into the 
wrong hands, such as 
insurance companies22

  Perceptions of the benefits and 
value of research increased 
willingness20

No consensus among 
patients on ownership 
of, access to and usage 
of their research data17

Patients were supportive of 
sharing their anonymised 
electronic patient record 
for research22

Great hope and trust in the 
development of this type of 
research19

  Perceived possibility that 
open knowledge could 
lead to discrimination as 
having a rare disease was 
recognised as an inherent 
vulnerability18

  Electronic interface system as 
a means of enabling feedback 
regarding data recipients and 
associated research results 
increased willingness22

Need for information 
and transparency on 
database governance19

Participants positively 
disposed towards research 
and towards allowing 
data and biosamples to be 
shared internationally18

Support of research in 
general (86%)16

      Willingness increased if social 
security number (90%) and 
insurance ID (82%) were 
removed from the data for 
linkage and research use28

Transparency in 
conditions framing 
access to data, all 
research conducted, 
partnerships with 
the pharmaceutical 
industry19

Patients were strongly in 
favour of sharing data in 
the context of compiling a 
European leukodystrophies 
database19

        Privacy- protecting methods 
that share summary- level 
data (though concerns about 
increased cost and loss of 
validity) increased willingness20

Use of an electronic 
interface to enable 
greater control over 
consent choices22

          Having control over what data 
are shared and with whom 
increased willingness 34

Wanting to know who 
does research (34%)16

          Willingness increased if 
patients were able to learn 
how their data was protected 
(84%)28

Wanting to know type of 
research (37%)16

            Patients need access to 
research results19

            Need for public 
campaigns to inform 
stakeholders about Big 
Data32

            Central role of clinicians 
in introducing patients 
to research32

options and more efficient use of resources. Patients seem to also 
value the potential of (direct) personal health benefits.

Two systematic reviews reported on perceived benefits of data 
sharing for health research purposes. Howe et al mentioned 
perceived benefits to research participants or the immediate 
community, benefits to the public and benefits to research and 
science.15 Shabani et al also listed accelerating research advance-
ment and maximising the value of resources as perceived 
benefits.14

Surveyed patients perceived that data sharing could help 
their doctor ‘make better decisions’ about their health (94%, 
n=3516)28 or result in an increased chance of receiving person-
alised health information (n=228).21

In the original studies reviewed, advantages and potential 
benefits of data sharing were generally recognised by public and 
patient participants.22 29 Data sharing was believed to enable the 
study of long- term treatment effects and rare events, as well as 
the study of large numbers of people,24 to improve diagnosis25 
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Table 3 Public views and attitudes towards the sharing of health data for research

overall willingness to share Motivations to share
Perceived benefits of 
data sharing

Perceived risks of data 
sharing barriers to share data

Factors affecting 
willingness to share 
data Conditions for sharing

78.8% felt positively about the 
use of routinely collected data 
for health research24

Altruistic reasons and 
contributing to the 
greater good25

‘Discussants recognised 
the benefits of data- 
sharing’29

42.4% lacked confidence 
in data security and 
privacy24

Data sharing with private 
companies25

Findings suggested 
that males and older 
people were more likely 
to consent to a review 
of their medical data 
(systematic review)27

De- identification of personal 
information as a top privacy measure 
(89.4%)24

Widespread willingness 
to share patient data for 
research12

Sharing for the 
common good12

Finding new treatments 
and improving 
diagnosis25

51% would worry about 
their privacy31

Respondents were 
strongly averse to 
health insurance 
companies, private 
sector pharmaceutical 
companies and academic 
researchers viewing their 
data23

Generational differences 
impacted willingness25

Consent procedures should be 
audited and an ombudsman should 
oversee the governance of the use 
of personal care information for 
research26

The majority of participants 
were in favour of placing 
genetic data to research’s 
disposal25

No expectation of an 
immediate impact or 
beneficial return but 
ultimately wanting 
to help the next 
generation25

Respondents agreed 
that storage was 
important for improving 
treatment quality 
(75.5%), preventing 
epidemics (63.9%) 
and reducing delays 
(58.9%)23

Concerns about privacy 
and confidentially13 29

  Willingness to participate 
was associated with self- 
identified white race31

Acceptance of alternative consent 
models conditional on a number 
of factors, including: security and 
confidentiality, no inappropriate 
commercialisation or detrimental use, 
transparency, independent overview, 
the ability to object to any processing 
considered to be inappropriate or 
particularly sensitive37

66% stated they would be 
willing to participate in a 
biobank31

  Ability to study 
long- term treatment 
effects and rare events 
(75.5%)24

Concerns about a party's 
competence in keeping 
data secure12 25 26

  Willingness to participate 
was associated with 
higher educational 
attainment31

Important to inform research 
participants of a study's data- sharing 
plans during the informed consent 
process29

Respondents recognised the 
benefits of storing electronic 
health information23

  Ability to study large 
numbers of people 
(72.8%)24

Concerns about different 
levels of access by third 
parties were expressed 
by 48.9%–60.6%23

  Willingness to participate 
was associated with 
lower religiosity31

NICE should hold open days and 
provide information resources 
designed to ensure people understand 
what data are being used for, 
precisely how it will be used and 
providing reassurance that personal 
care data will not be passed on or 
sold to other organisations26

Widespread general—though 
conditional—support for data 
linkage and data sharing for 
research purposes13

    Concerns about potential 
for data to be sold on 
to other organisations 
and used for profit and 
for purposes other than 
research26

  Willingness to participate 
was associated with 
perceiving more research 
benefits, fewer concerns 
and fewer information 
needs31

Information provision to participants 
about identified biobank objectives, 
governance structure and 
accountability33

Just over 50% of the members 
of the Council said they would 
have no concerns about 
NICE using anonymised data 
derived from personal care 
records26

    Concerns about data 
sharing for commercial 
gain and the potential 
misuse of information 
(focus groups)27

  Willingness increased 
if there was perceived 
actual or potential 
public benefits from the 
research13

Appropriate systems and good 
working practices should be put in 
place to ensure a consistent approach 
to research planning, data capture 
and analysis26

Most expressed willingness for 
their data to be shared with 
the international scientific 
community rather than used 
by one or more Canadian 
institutions33

    Concerns about potential 
misuse by insurers, the 
government and other 
third parties33

  Willingness increased 
if there was trust in 
the individuals or 
organisations conducting 
and/or overseeing data 
linkage/sharing13

Most (86%) participants would 
want to know what would happen 
if a researcher misused their health 
information31

Over half the respondents 
preferred to give a one- time 
general consent for the future 
sharing of their samples 
among researchers33

    Misuse and abuse of 
data13 25 and potential 
harms arising13

  Sharing due to financial 
incentives impacted 
willingness25

  

People are typically willing 
to accept models of consent 
other than that which they 
would prefer37

    Concerns relating to 
individuals’ control over 
their data13

  Differences between 
sharing genetic data or 
health data impacted 
willingness25

  

All participants were keen 
to contribute to NHS- related 
research (focus groups)27

    Concerns about control 
and ownership of 
biological samples and 
data33

  Sharing data with private 
companies impacted 
willingness25

  

      Concerns centred on 
transparency about how 
data are used and how 
it might be used in the 
future26

  Participants became more 
accepting of the use of 
precollected medical data 
without consent after 
being given information 
about selection bias and 
research processes (focus 
groups)27

  

Continued
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overall willingness to share Motivations to share
Perceived benefits of 
data sharing

Perceived risks of data 
sharing barriers to share data

Factors affecting 
willingness to share 
data Conditions for sharing

      Concerns about ensuring 
research is conducted 
according to good 
scientific practice and 
data are used to benefit 
society26

  66.9% wanted to 
learn more about data 
stewards granting access 
to data24

  

      Fear of becoming a 
transparent citizen25

  Discussants were 
significantly more likely 
to participate in a study 
that planned to deposit 
data in a restricted 
access online database 
compared with an open 
access database29

  

NHS, National Healthcare Service; NICE, National Institute for Health and Care Excellence.

Table 3 Continued

and treatment quality,20 23 as well as to stimulate innovation30 
and identify new treatment options.25 A cross- sectional online 
survey among patient and citizen groups in Italy (n=280) also 
identified the perception that data sharing could reduce waste 
in research.30

Perceived risks of data sharing
The most significant risks of data sharing were perceived to 
results from breaches of confidentiality, commercial use and 
potential abuse of the data.

Systematic reviews report on patients’ and public concerns 
about confidentiality in general,13 15 sometimes linked to the 
risk of reidentification,14 concerns about a party's competence 
in keeping data secure,12 and concerns that personal informa-
tion could be mined from genomic data.14 A systematic review 
by Stockdale et al identified concerns among the public (UK 
and Ireland) about the motivation a party might have to use the 
data.14

Patients in a UK qualitative study (n=40) perceived ‘detri-
mental’ consequences of data ‘falling into the wrong hands’, 
such as insurance companies.22 Respondents from the online 
patient community PatientsLikeMe were fearful of health data 
being ‘stolen by hackers’ (87%, n=3516).28

Original research studies flagged data security and privacy 
as major public concerns.16 18 20 25 26 29–32 More specifically, 
many studies found that participants worried about who 
would have access to the data and about risk of misuses or 
abuses.13 15 18 25 27 33 A large pan- European survey among 
respondents from 27 EU member states revealed public 
concerns about different levels of access by third parties 
(48.9%–60.6%, n=20 882).23 Overall, reviewed papers suggest 
that patients and the public are concerned about the use of 
their data for commercial purposes.14 27 For example, the NICE 
Citizens Council expressed concerns about the potential for 
data to be sold to other organisations and used for profit and 
for purposes other than research.26 The Citizens Council also 
highlighted the need for transparency about how data are used 
and how it might be used in the future and for ensuring the 
research is conducted according to good scientific practice and 
that data are used to benefit society. Concerns about control 
and ownership of data were identified13 33 and about re- use of 
data for purposes that participants do not agree on.30 Fear of 
discrimination, stigmatisation, exploitation or other repercus-
sions as a consequence of data being shared was widely cited 
by individuals.14 15 18

barriers to share data
Studies showed that patients and the public rarely mention 
barriers to data sharing in absolute terms. Rather, acceptance 
seemed to decrease if data sharing was financially motivated, and 
if people did not know how and with whom their data would 
be shared.

First, individuals often opposed data sharing if it was moti-
vated by financial gain or profit20 or if the data were shared with 
commercial/private companies.14 15 In one large pan- European 
survey (n=20 882), respondents were found to be strongly averse 
to health insurance companies and private sector pharmaceutical 
companies viewing their data.23 Second, lack of understanding 
and awareness around the use of data was viewed as a barrier to 
data sharing.15 22 Third, lack of transparency and controllability 
in releasing data were mentioned as factors compromising public 
trust in data sharing activities.14 22

Factors affecting willingness to share data
A wide range of factors were identified from the literature 
that impacted individuals’ willingness to share data for health 
research, including geographical factors, age, individual- specific 
and research- specific characteristics.

Geographical factors
McCormack et al found that European patients’ expressions 
of trust and attitudes to risk were often affected by the regu-
latory and cultural practices in their home countries, as well as 
by the nature of the (rare) disease the patient participant had.18 
Shah et al conducted a survey among patients in four Northern 
European countries (n=855) and found a significant associa-
tion between country and attitudes towards sharing of deidenti-
fied data.34 Interestingly, Dutch respondents were less likely to 
support sharing of their deidentified data compared with UK 
citizens.

Age
Among a sample of surveyed patients with Parkinson’s disease 
(UK), a significant association was found between higher age and 
increased support for data sharing.17 According to a study based 
on semistructured interviews with older Swiss citizens, genera-
tional differences impacted willingness to share.25 With respect 
to public attitudes towards data sharing, findings of one system-
atic review suggest that males and older people are more likely 
to consent to sharing their medical data.27 A systematic review 
by Shabani et al suggests that patient and public participants with 
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Table 4 Patients’ and public views and attitudes towards the sharing of health data for research
overall willingness 
to share

Motivations to 
share

Perceived benefits 
of data sharing

Perceived risks of 
data sharing barriers to share data

Factors affecting willingness to 
share data Conditions for sharing

39% approved broad 
access by researchers 
and other professions30

‘To help’ people who 
have similar health 
problems14

Benefits to the 
public15

Privacy, confidentiality 
and risk of data 
reidentification14 15 30

Lack of understanding and 
awareness15

Participants with higher mean age were 
substantially less worried about privacy 
and confidentiality than other groups14

The research being congruent 
with the participants’ values15

97% were supportive 
of sharing data 
postproject36

‘To contribute’ to 
advancements in 
medicine14

Benefit to 
participants 
or immediate 
community15

Concerns about misuse 
of data15

Lack of controllability in 
releasing data14

Willingness lower among individuals 
from under- represented minorities11

The research being in the 
public’s interest15

Participants are open 
to and understand the 
advantages of data 
sharing15

To serve the greater 
good14

Benefits to science or 
research15

Concern that personal 
information could be 
mined from genomic 
data14

Sharing with commercial 
companies14

Willingness lower among individuals with 
privacy and confidentiality concerns11

Samples are de- identified11 30 36

Willingness for data to 
be shared was high11

  Accelerating research 
advancement14

Concerns about 
potential use of their 
data by for- profit 
entities14

Sharing genomic data with a 
broader group of researchers 
and for a variety of research 
purposes14

Willingness to endorse data sharing 
increases with trust in institutions and 
researchers14

Respecting privacy of data11 14

Broad consent was often 
preferred over tiered or 
study- specific consent, 
particularly when broad 
consent was the only 
option11

  Advancement of 
innovation30

Re- use of data 
for purposes that 
participants do not 
agree on30

  Distrust of the government as an 
oversight body for genetic research 
data35

Risks are mitigated15

90% were supportive 
to share data with 
universities postproject36

  Maximising the value 
of resources14

Fear of using data 
for discriminatory 
purposes 14

  Participants with some college or a 
college degree were more likely to 
choose restricted data release14

Highly secure database30 36

56% were supportive 
to share data with 
commercial companies 
postproject36

  Reducing waste in 
research30

Stigmatisation or 
repercussions15

  Personal perceptions of sensitivity 
of genomic data were influenced by 
elements such as race, gender, age, 
marital status and/or educational level14

Postproject Data Access 
Committee should involve a 
researcher from the original 
research project, a clinician, 
patient representative, and 
a participant in the original 
study36

      Fear of exploitation15   Reputation of and trust in research 
organisation35

Data access agreements30

          Willingness lower when pharmaceutical 
companies had access to data11

Researchers of original study 
to monitor data used by other 
researchers36

          Being asked for consent for each study 
would make participants (81%) feel 
‘respected and involved’, and 74% 
agreed that they would feel that they 
‘had control14

Need for transparency in 
data sharing and monitoring 
policies35

          Participants desire to be notified when 
their data are (re)used and to be 
informed of the results of studies using 
their data15

Participants having understood 
that their data could be shared 
(transparency)15

          Participants desire to be involved in the 
data sharing process15

Information on consequences 
of a breach of protection and 
penalties35

          To know what organisation/agency has 
oversight responsibilities for genetic 
research data as35

Participants want to know 
more about how the data will 
be shared and with whom35

            Information to participants30

            Logistics of biobanks are 
communicated11

            Knowing more about how the 
data will be shared and with 
whom14

            Trust in the ability of the 
original institution to carry out 
the oversight tasks14

            Sanctions for misuse30

higher mean age are substantially less worried about privacy and 
confidentiality than other groups.14

Individual-specific characteristics
A systematic review into patients’ and public perspectives on 
data sharing in the USA suggests that individuals from under- 
represented minorities are less willing to share data.11 A large 
multisite survey (n=13 000) among the US public found that 
willingness to share was associated with self- identified white 

race, higher educational attainment and lower religiosity.31 
In another systematic review, race, gender, age, marital status 
and/or educational level all seemed to influence how people 
perceived sensitivity of genomic data and the sharing thereof.14 
However, a UK study among patients with Parkinson’s disease 
found no clear relationship between data sharing and the 
number of years diagnosed, sex, medication class or health 
confidence.17
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Factors that clearly positively affected attitudes towards data 
sharing were perceptions of the (public) benefits and value of 
the research,13 20 fewer concerns and fewer information needs,31 
and higher trust in and reputation of individuals or organisations 
conducting and/or overseeing data sharing.12–14 35 Conversely, 
willingness decreased with higher privacy and confidentiality 
concerns11 and higher distrust of the government as an oversight 
body for (genetic) research data.35

Research-specific characteristics
Privacy measures increased people’s willingness to share their 
data for health research, such as removal of social security 
numbers (90%, n=3516) and insurance ID (82%, n=3516), the 
sharing of only summary- level or aggregate data20 and deposi-
tion of data in a restricted access online database.29 Expressions 
of having control over what data are shared and with whom 
positively affected attitudes towards data sharing.34 In one 
study, being asked for consent for each study made participants 
(81%) feel ‘respected and involved’, and 74% agreed that they 
would feel that they ‘had control’.14 With respect to data sharing 
without prospective consent, participants became more accepting 
after being given information about the research processes and 
selection bias.27 Less support was observed for data sharing due 
to financial incentives25 and, more specifically, if data would be 
shared with private companies, such as insurance or pharmaceu-
tical companies.11 25

Conditions for sharing
Widespread willingness to share data for health research very 
rarely led to participants’ unconditional support. Studies 
showed agreement on the following conditions for respon-
sible data sharing: value, privacy, minimising risks, data secu-
rity, transparency, control, information, trust, responsibility and 
accountability.

Value
One systematic review found that participants found it 
important that the research as a result of data sharing should be 
in the public’s interest and should reflect participants’ values.15 
The NICE Citizens Council advocated for appropriate systems 
and good working practices to ensure a consistent approach to 
research planning, data capture and analysis.26

Privacy, risks and data security
The need to protect individuals’ privacy was considered para-
mount11 14 21 34 and participants often viewed deidentification 
of personal data as a top privacy measure.11 24 30 36 One survey 
among US patients with cancer found that only 20% (n=228) 
of participants found linkage of individuals with their deiden-
tified data acceptable for return of individual health results and 
to support further research.21 Secured access to databases was 
considered an important measure to ensure data security in data 
sharing activities.30 34 A systematic review of participants’ atti-
tudes towards data sharing showed that people established risk 
minimisation as another condition for data sharing.15 Findings 
by Mazor et al suggest that patients only support studies that 
offer value and minimise security risks.20

Transparency and control
Conditions regarding transparency were information about how 
data will be shared and with whom,14 35 the type of research that 
is to be performed, by whom the research will be performed,16 
information on data sharing and monitoring policies and data-
base governance,35 conditions framing access to data and data 

access agreements,24 28 30 and any partnerships with the phar-
maceutical industry.19 More generally, participants expressed the 
desire to be involved in the data sharing process,35 to be notified 
when their data are (re)used and to be informed of the results 
of studies using their data.15 Spencer et al identified use of an 
electronic interface as a highly valued means to enable greater 
control over consent choices.22 When asked about the use of 
personal data for health research by the NHS, UK citizens were 
typically willing to accept models of consent other than the 
ones they would prefer.37 Acceptance of consent models with 
lower levels of individual control was found to be dependent on 
a number of factors, including adequate transparency, control 
over detrimental use and commercialisation, and the ability to 
object, particularly to any processing considered to be inappro-
priate or particularly sensitive.37

Information and trust
One systematic review identified trust in the ability of the orig-
inal institution to carry out the oversight tasks as a major condi-
tion for responsible data sharing.14 Appropriate education and 
information about data sharing was thought to include public 
campaigns to inform stakeholders about Big Data32 and infor-
mation communicated at open days of research institutions 
(such as NICE) to ensure people understand what their data 
are being used for and to reassure them that personal data will 
not be passed on or sold to other organisations.26 The informed 
consent process for study participation was believed to include 
information about the fact that individuals’ data could poten-
tially be shared,15 30 the objectives of data sharing and (biobank) 
research, the study’s data sharing plans,29 governance structure, 
logistics and accountability.33

Responsibility and accountability
Participants often placed the responsibility for data sharing 
practices on the shoulders of researchers. Secondary use of data 
collected earlier for scientific research was viewed to require a 
data access committee that involves a researcher from the orig-
inal research project, a clinician, patient representative and a 
participant in the original study.36 Researchers of the original 
study were required to monitor data used by other researchers.36 
In terms of accountability, patient and public groups in Italy 
(n=280) placed high value on sanctions for misuse of data.30 
Information on penalties or other consequences of a breach of 
protection or misuse was considered important by many.31 35

dIsCussIon
In this study, we narratively reviewed 27 papers on patients’ 
and public views on and attitudes towards the use of health data 
for scientific research. Studies reported a widespread—though 
conditional—support for the linkage and sharing of data for 
health research. The only outlier seems to be the finding that 
just over half (n=25) of the NICE Citizens Council answered 
‘no’ to the question whether they had any concerns if NICE 
used anonymised data to fill in the gaps if NICE was not getting 
enough evidence in ‘the usual ways’.26 However, we hasten to 
point out that the question about willingness to share is different 
from the question whether people have concerns or not. In addi-
tion, after a 2- day discussion meeting Council members were 
perhaps more sensitised to the potential concerns regarding data 
sharing. Therefore, we suggest that the way and context within 
which questions are phrased may influence the answers people 
give.
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Overall, people expressed similar motivations to share their 
data, perceived similar benefits (despite some variation between 
patients and citizens), yet at the same time displayed a range 
of concerns, predominantly relating to confidentiality and data 
security, awareness about access and control, and potential 
harms resulting from these risks. Both patient and public partic-
ipants conveyed that certain factors would increase or reduce 
their willingness to have their data shared. For example, the 
presence of privacy- protecting measures (eg, data deidentifica-
tion and the use of secured databases) seemed to increase will-
ingness to share, as well as transparency and information about 
data sharing processes and responsibilities. The identified views 
and attitudes appeared to come together in the conditions stip-
ulated by participants: value, privacy and confidentiality, mini-
mising risks, data security, transparency, control, information, 
trust, responsibility and accountability.

In our Introduction, we mentioned that identifying patients’ 
and public views and attitudes allows for a better understanding 
of the elements of a socially sanctioned governance framework. 
In other words, what work should our governance framework 
be doing in order to obtain a social license? This review urges 
researchers and institutions to address people’s diverse concerns 
and to make an effort to meet the conditions identified. Without 
these conditions, institutions lack trustworthiness, which is vital 
for the proceedings of medicine and biomedical science. As 
such, a social license is not a ‘nice to have’ but a ‘need to have’. 
Our results also confirm that patients and the public indeed 
care about more than legal compliance alone, and wish to be 
engaged through information, transparency and control. This 
work supports the findings of a recent systematic review into 
ethical principles of data sharing as specified in various inter-
national ethical guidelines and literature.38 What this body of 
research implies is considerable diversity of values and beliefs 
both between and within countries.

The goal of this narrative review was to identify the most 
internationally dominant, aggregated patient and public views 
about the broad topic of data sharing for health research. We 
deliberately opted for the methodology of a narrative review 
rather than a systematic review. Most narrative reviews deal with 
a broad range of issues to a given topic rather than addressing 
a particular topic in depth.39 This means narrative reviews may 
be most useful for obtaining a broad perspective on a topic, and 
that they often are less useful in generating quantitative answers 
to specific clinical questions. However, because narrative reviews 
do not require specification of the search and selection strategy 
and the way of critically appraising literature can be variable, 
the connection between evidence generated by narrative reviews 
and (clinical) recommendations is less rigorous and risk of bias 
exists. This is something to take into account in this study. A risk 
of bias assessment was not possible due to the heterogeneity of 
the findings. We acknowledge that our methodological choices 
may have affected the discriminative power or granularity of our 
findings. For example, there is a difference between sharing of 
routinely collected health data versus secondary use of health 
data collected for research purposes. And we can only make 
loose assumptions about potential differences between patient 
and public views.

In addition, we should mention that this work is centred 
around studies conducted in Western countries as the whole Big 
Data space and literature is dominated by Western countries, 
higher socioeconomic status and Caucasians. However, most of 
the disease burden globally and within countries is most prob-
ably not represented in the ‘Big Data’ and so we have to stress 
the lack of generalisability to large parts of the world.

Nevertheless, we believe our findings point towards essential 
elements of a governance framework for data sharing for health 
research purposes. If we are to conclude that the identified 
conditions ought to act as the pillars of a governance frame-
work, the next step is to identify how these conditions could be 
practically operationalised. For example, if people value infor-
mation, transparency and control, what type of consent is most 
likely to valorise these conditions? And what policy for returning 
research results would be desirable? Once we know what to 
value, we can start thinking about the ways to acknowledge 
that value. A new challenge arising here, however, is what to do 
when people hold different or even conflicting values or prefer-
ences. Discrete choice experiments could help to test people’s 
preferences regarding specific topics, such as preferred modes 
of informed consent. Apart from empirical work, conceptual 
analysis is needed to clarify how public trust, trustworthiness of 
institutions and accountability are interconnected.

ConClusIon
This narrative review suggests widespread—though condi-
tional—support among patients and the public for data sharing 
for health research. Despite the fact that participants recog-
nise actual or potential benefits of health research, they report 
a number of significant concerns and related conditions. We 
believe identified conditions (eg, social value, data security, 
transparency and accountability) ought to be operationalised 
in a value- based governance framework that incorporates the 
diverse patient and public values, needs and interests, and which 
reflects the way these same conditions are met, to strengthen the 
social license for Big Data health research.
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