
Journal of medical ethics 1994; 20: 69-70, 100

Guest editorial

Between ourselves

Ian Kennedy King's College, London University

Confidentiality is one area of medical ethics which
excites doctors. There is a near universal view that it
is somehow special. Confidences passed from
patient to doctor must be zealously guarded.
Doctors learn this early on as a received truth.
Hippocrates is conjured up. The doctor as priest is
offered by way of analogy: 'The torture has not been
devised which will get me to reveal what I know
about Mrs Jones's hip or even that I know Mrs
Jones, other than at the supermarket'.
Of course, this commitment comes with a fair bit

of casuistry. Doctors routinely discuss Mrs Jones's
condition with Mr Jones and other family members
without her knowledge or consent. Equally, col-
leagues not involved in her treatment may be regaled
with information about her and her condition.
Justifications are offered. Relatives are part of the
family, it is protested. While this is factually accurate
it says nothing, of course, about whether Mrs Jones
wanted her daughter to know about her hip
problems. Colleagues, being doctors, are, it is said,
obliged to keep confidences. Mrs Jones's secrets are
safe with them. Yes, but she may not have wanted
them to know in the first place.

Furthermore, the commitment to confidentiality
may owe something to a street-wise recognition that
to be on the side of preserving confidences means
that doctors can support their claim to the exclusive
control of information, and all the power that this
brings, by referring to moral arguments.

This said, few would deny that doctors remain
committed to confidentiality principally because it
offers the key to trust and thus good doctoring. For
their part, patients remain content to share confi-
dences and thus repose their trust in doctors.

This is the classical picture. Medical ethics (and
medical law) recognises the doctor's duty to
respect confidences. Medical ethics (and medical
law) recognises circumstances in which the doctor
may have a countervailing duty to disclose what
has been learned in confidence, or at least a discre-
tion to do so. The key feature of this classical
view is the concentration on doctors. It is they who
hold the information (in their heads or in their
notes). They and they alone can decide to spill the
beans.

Of course, the classical view has never been taken
entirely seriously in practice. Everyone knows that
the cleaners read the temperature charts in hospital,
receptionists file (and read) notes in the GP's
surgery and secretaries type doctors' letters. But all
this dissemination of the patient's information has
been explained as necessary to make the system
work and therefore in the patient's interests. It poses
no real threat to the vitality of the classical approach.
Moreover, contracts of employment have been
pointed to as safeguarding the patient, in that
improper disclosure by, for example, the receptionist
is a breach of contract. Thus, it may happen but it
should not.
By describing something as the classical approach

the reader may have guessed that something is up.
Actually, not much guessing is needed. Time has
moved on and the conditions under which health
care is organised and managed have changed beyond
recognition. The GMC's latest advice on confiden-
tiality gives it away. 'Doctors ... must ... take steps to
ensure, as far as lies in their control, that the records
... which they keep ... are protected to prevent
improper disclosure' (1). These days, then, the duty
only goes 'as far as lies in their control'. Herein is the
fatal problem. Everyone involved in health care has
known for some time that the demise of confiden-
tiality as a viable principle is imminent. Some of the
early symptoms, largely associated with the intro-
duction of technology and the idea of technology
transfer, could be resisted. Systems could be devised
whereby access was limited and confidences pro-
tected. That such systems have largely not been
developed could be explained on the simple ground
of lack ofmoney. The real reason lies, however, else-
where. If information is power and ifpower is sought
by management, then management needs informa-
tion. Fuddy-duddy concerns with confidentiality are
clearly obstructionist. Patients are to be empowered
by better service. Better service comes through
better management. Better management comes
through better information. Thus Mrs Jones's hip
can be the talk of the office computers but this is
only to make sure she gets value for money.

Having said this, the threat posed to confiden-
tiality by information technology can, as has been
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suggested, be resisted or controlled. More import-
ant, by being seen as a challenge to the traditional
approach, the classic idea of confidentiality as being
a relationship between doctor and patient from
which all others are excluded, indeed must be
excluded if it is to work, is left intact.
A quite separate challenge to the traditional

approach to confidentiality has recently appeared. It
is associated with, indeed it may be the consequence
of, the reforms in the NHS, introduced in 1990,
most particularly the introduction of the so-called
internal market. Managing this market ultimately
turns on the efficient use of resources. Costs have to
be ascribed to activities and activities then have to be
identified, recorded and evaluated. No information
can be immune from scrutiny in this process. Thus,
in so far as contacts between Mrs Jones's hip and the
health service have to be tracked, describing some
information as confidential and thus off limits to the
managerial process is at least awkward if not down-
right obstructive.

This is a threat to confidentiality of a wholly differ-
ent nature. It does not accept the traditional
approach. It changes the rules. Enter a largely
unnoticed document entitled Confidentiality, Use And
Disclosure OfNHS Information (2). This is a booklet
issued by the Department of Health at the end of
1992. It purports to describe the law relating to con-
fidentiality and sets out guidance for NHS bodies.
Here is not the place for any detailed exegesis. For
our purposes it will suffice to notice the broad
principles advanced by the booklet. First, there is
'personal health information', information which is
about or can be linked to a particular individual.
Then there are 'NHS purposes'. Critically, personal
health information is given by patients for NHS pur-
poses. These go beyond diagnosis and treatment to
include medical, administrative and statistical pur-
poses. The last two are self-explanatory but the first
needs some gloss. Medical purposes extend beyond
care of the particular patient to include care of others
and the advancement of medicine by way of, for
example, research. As regards all of these it is
asserted that 'patients may be assumed implicitly to
accept and authorise that the substance, if not
necessarily [my emphasis] the personal details of the
information they give will be used' for these wider
purposes. Thirdly, there is the 'NHS family'.
Everyone in the NHS family, ie, everyone who works
within the NHS, works together for a common
purpose, the purposes of the NHS. Fourthly, since
confidentiality means that information given for one
purpose may not be used for another, information,
including personal health information, may only be
used for NHS purposes and is 'confidential to the
NHS' [my emphasis]. Finally, 'the duty of con-
fidentiality on the NHS means that within the NHS
family those who disclose personal health informa-
tion must ensure that it is only disclosed to third
parties who 'will maintain confidentiality'.

What does all this mean? Mrs Jones's conversa-
tion with her doctor about her hip is personal health
information. As such it is 'confidential to the NHS'.
It can be shared within the NHS because she
impliedly agrees that what she says may be shared
with others, including, if 'necessary' (determined by
whom?), all the personal details she reveals.

If this booklet is to be taken seriously, as it is
clearly intended to be, confidentiality can never be
the same. Mrs Jones and her doctor may be shocked
to hear that her secrets could be available to all in the
NHS family. She may not take too much comfort
from the assurance that her health information is
'confidential to the NHS'. She may naively perhaps
have thought her secrets were safe with her doctor,
rather than Europe's second largest work-force, as
the Government is wont to describe the NHS. Mrs
Jones may jib at the idea that she can be taken to
have authorised the various other uses for NHS
purposes that her secrets may be put to unless, as the
booklet allows, she specifically objects.

Notions such as the NHS family, NHS purposes
and confidential to the NHS, and the assertion of
implied consent to widespread dissemination are
new to many. They could rather strongly be
described as a form of Newspeak: 'sharing informa-
tion is the true road to secrecy'. The reasons for this
approach are, of course, clear. Managerial and
financial accountability in the new NHS depend on
information. The consequence is that the traditional
approach to confidentiality is untenable to all
accounts and purposes. Whether patients and
doctors know about this is, as they say, another
question (as is the validity of the somewhat shaky
legal arguments on which the booklet relies).
Where does all this leave the patient and the

doctor? If the booklet reflects policy which one way or
another the Department of Health intends managers
to give effect to, some further thought will have to be
given to that much-loved concept, informed consent.
In the past, relying on the traditional approach to
confidentiality, patients have been able to rely on
the doctor's duty to respect and preserve their
confidences, subject to well known exceptions. The
emergence of technology transfer tested this assump-
tion. Arguably, the patient did not have to be told that
her confidences may set off along information
highways to places unknown. Rather, the doctor had
to try harder to prevent this from happening.
When, however, the GMC started to talk (in the

face of reality) of doctors ensuring confidentiality as
far as it is in their control to do so, the first penny
should have dropped. In obtaining consent to enter
into the doctor-patient relationship, the doctor
ought perhaps to have made it clear that he would do
his best to keep confidences but could make no
promises. Putting it in analytical terms, the duty
properly to inform the patient so as to obtain con-
sent, should have been refined somewhat. Patients

Please turn to page 100
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Continuedfrom page 70
may have been unnerved. Some (most) would have
been readily reassured. The rest may have been more
reluctant to reveal personal information. The doctor
would have met his obligation. The patient would
have been informed. The possible implications for
medical practice would have been clear.
The new development represented by the

department's booklet leaves no doubt. From the
point of view of informed consent, a doctor would
now appear to be under a clear duty to tell a patient
that all personal health information could well come
to be known by a wide range of people and that he
(the doctor) is powerless to prevent this (indeed,
according to the booklet, he is obliged to facilitate
it). Such a warning would seem to be obligatory not
least because the booklet contemplates that the
patient may refuse permission for information to be
passed on.
Of course, patients may well be surprised if

doctors suddenly start telling them that they have a
right to insist on what they have always thought was
theirs anyway (the right to privacy), but at least this
would see off the department's new assault on
confidentiality. But would it? Even if patients were
to be so informed, doctors would also have to advise
them that keeping information from some others, for
example, those involved in any further or future
health care, may well be against their interests. As a
consequence patients would not know how to
stipulate whom to exclude and whom to include: a
blanket 'not to be released to managers' would
doubtless not do the trick. The patient may well

prefer to leave it all to the doctor, but as we have
seen, the doctor cannot control what happens to
personal health information.

Thus, informed consent in the form of advising
the patient to refuse any release of information may
not be the answer. The only other form which
informed consent could take is to advise the patient
that information will now only be 'confidential to the
NHS'. Some patients will not care. Others faced by
the implications of this, will decide not to confide
certain matters to their doctors. They may not judge
their doctors to be at fault but clearly trust will be an
early casualty. So also will proper health care since
the doctor will be treating the patient without
knowing as much as the patient could tell him.

It is often a consequence of reforms of the NHS
that good health care is the first casualty. The
current assault on confidentiality (for managerial
reasons) may be another example. Perhaps it is not
too late for the booklet and the doubtful analysis
underlying it to be abandoned. Or is confidentiality
just not important enough?

Ian Kennedy, LLD, is Professor of Medical Law and
Ethlics at King's College, London University.
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